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PURPOSE
The purpose of this policy is to provide definition of the Problem Management process, principles and roles, used across the University Information Technology Organization (UIT).  The Problem Management Process will work in conjunction with other UIT processes related to ITIL and ITSM processes in order to provide quality IT services and increase value to the University. 
SCOPE


The Problem Management Policy applies to all providers of UIT services and all requesters of services provided by UIT.  Coverage of this policy and associated procedures apply to all production services, applications and system assets (physical and virtual), network infrastructure assets, all other supported IT assets (physical or virtual) and non-production assets.  This policy will define Problem Management, the Problem Management Principles, the roles and responsibilities involved, and the value it brings to the University.
FOCUS OF PROBLEM MANAGEMENT
The primary objectives of Problem Management are to prevent problems and resulting incidents from happening, to eliminate recurring incidents and to minimize the impact of incidents that cannot be prevented.  This leads to increased service availability and quality.

Problem Management is focused on implementing the appropriate corrective actions to address problems that negatively impact IT services to the University.  Problem Management seeks to implement cost effective, permanent solutions to eliminate the root cause of incidents thereby preventing reoccurrence.  Problem Management differs from the IT service restoration focus of Incident Management that often uses temporary workarounds to quickly restore services. 

There are two approaches to Problem Management, proactive and reactive: 

· Reactive Problem Management identifies problems based upon review of multiple events (incidents) that exhibit common symptoms or in response to a single incident with significant impact. 

· Proactive Problem Management identifies problems by reviewing incident trends and non-incident data to predict that an incident is likely to (re-)occur. 

The basic steps in Problem Management include: 

· Detection of problems via analysis of incident data, problem data, operational data, release notes, Problem Management database (Uknow) and capacity or availability reports.  (A link to Uknow is provided in the appendix)
· Logging, classification and prioritization of confirmed problems into the Problem Management database, Uknow
· Determination of the root cause of the problems using industry standard techniques such as Kepner-Tregoe, Ishikawa Diagrams, Pain Value Analysis , Brainstorming and Technical Observation Post and Pareto Analysis 

· Logging and classification of known errors identified by either root cause analysis or information from other sources 

· Determination of alternative corrective actions to resolve the known errors, documented in Uknow and the Problem Management SharePoint site.  (Links to Uknow and the Problem Management SharePoint site are located in the appendix)
· Implementation of the appropriate corrective action through Change Management 

· Situations will occur where the root cause has been identified but management has decided not to implement the resolution, due to costs or other reasons, although management is willing to accept the risks of the incident reoccurring. 
· Situations will occur where the root cause cannot be determined within the scope of the available resources.  At the discretion of the Problem Manager and with the approval of the Service Owner and/or the Problem Owner the problem may be put on hold or closed as unresolved 

Problem Management includes the activities required to diagnose the root cause of incidents and to determine the resolution to problems.  Implementation of the resolution is managed through the Change Management process. 

PROBLEM MANAGEMENT PRINCIPLES

Principles are established to ensure that the process identifies the desired outcomes or behaviors related to the adoption at an enterprise level.  They also serve to provide direction for the development of procedures and instructions that will ensure consistent execution of the process.  The absence of well-defined and well understood principles may result in process execution that is not aligned with the process standard.  The Process Principles for Problem Management are listed below: 

Principle 1: 
A single Problem Management process that is separate from the Incident Management and Change Management processes shall be used throughout the University Information Technology (UIT) Organization. 
Rationale: 

· There is clear accountability for the Problem Management process
· There is clear ownership for problem resolution
· Resources can be focused on identifying the main and contributing root cause(s) of a problem
· There is a defined review process associated with addressing root cause(s) and corrective actions
· There is a consistent interface with groups responsible for resolving problems 

· Duplicate problem resolution activities are avoided
Implications: 

· Requires a base level of maturity for both Incident Management and Change Management
· Sufficient designated resources must be focused on Problem Management 

· Process linkages with Incident Management and Change Management must be clear
· Incident, Change and Problem Management are separately managed processes 

Principle 2: 
Clear criteria shall be established to define what constitutes a problem and how problems will be prioritized. 

Rationale: 

· Protect the Problem Management process to ensure Problem Management resources are effectively focused on real, not perceived problems 

· Ensure that a minimum level of information is captured to allow Problem Analysts to correctly assess and identify the problem for review 

· Ensure the most critical problems are addressed first 

· Ensure consistent treatment of reported incidents
Implications: 

· The Problem Manager will work with the Service Owner and/or the Problem Owner to approve and prioritize problems 

· At least one incident record or known error must exist before a problem record will be created via reactive Problem Management 

· Incident Management procedures must ensure that information required by Problem Management is captured during incident logging, classification and service restoration activities 

· Incident Management process will need the ability to link similar incidents to an existing problem 
Principle 3: 
All problems, known errors and relevant progress and resolution information shall be recorded in a common repository that is linkable to Incident and Change Management records.  (Uknow, Problem Management SharePoint Site, and Altiris links can be found in the appendix.)
Rationale 
· Provides source of reference and knowledge base for UIT Service Desk and Problem Analysts
· A single repository to capture historical knowledge of incidents and problems allows quicker diagnosis and resolution by Service Desk Agents when incidents occur 

· It simplifies problem and known error analysis and reporting 

· It provides a single source of data for integration with other ITSM processes and tools 

· Provides source data for process effectiveness and measurement of efficiency
Implications 
· A common information model must be used to facilitate linkages between ITSM processes across the University Information Technology (UIT) organization 

· All problems/known errors, progress and resolutions must be logged
· Known errors and related problems must be linked
· Historical and any new recurring incidents must be linked to problems and known errors 

· The number of recurring incidents must be captured since this information can influence problem priority 

· Incident Management procedures must be modified to specify that known error information will be utilized during incident diagnosis activities.  All known error information will be documented in Uknow 

Principle 4: 
A known error shall be raised as soon as useful knowledge is available, even before a permanent resolution is found. 
Rationale 
· In some cases the root cause may never be determined

· During the course of an investigation and diagnosis, more than one known error may be identified before completion of root cause analysis.  However, it is useful to document the workaround and other relevant information for use by Incident Management and the service desk. 

· In other cases such as vendor issued patches, release notes, or alarms from event monitoring systems, a known error could be identified without root cause analysis being undertaken 

Implications 
· Service Owners and/or Problem Owners must assess vendor information and if applicable to their service (including all components that enable the service) they must submit a known error to the Problem Manager.  The underlying database (Uknow) needs to be structured to effectively handle different types of data:  known errors, workarounds and general information. 

· Parameters will need to be defined to flag a problem record as a known error and also to indicate whether the root cause is known. 

Principle 5 
Known deficiencies in an implemented change shall be logged as a known error. 

Rationale 
· To ensure that known development and staging defects are documented 

· Details of workarounds and/or recommended actions (including “no action required”) can be used by Incident Management to clarify expectations and avoid unnecessary investigation and diagnosis activities 

· Knowledge of defects should be factored into Risk-Impact assessments when planning future changes 

Implications 
· In the absence of a formal Release & Deployment Management Process, the Change Owner must submit a known error to Problem Management 
· Linkage between Change Management and Problem Management must be defined and adhered to 

· Resolution of such deficiencies will NOT be addressed via Problem Management, but via the Service Owner and/or Problem Owner who has consciously accepted and introduced this deficiency.  Meanwhile, the known error record is available for Incident Management to close incidents against & link to the known error (Uknow)
Principle 6: 
Problem investigation & diagnosis shall employ standard analysis techniques & methodologies leveraging industry best practices 
Rationale 
· To ensure that effective Problem Management analysis tools & techniques are adopted and consistently applied throughout the University Information Technology (UIT) Organization.
Implications 
· Resources involved in the Problem Management process require specific training related to ITIL processes and Root Cause Analysis techniques 

· This will require identification, documentation and training on standard tools and analysis techniques beyond the guidance in the process and procedure guide 

· There is a defined review process associated with addressing root causes and corrective actions
Principle 7: 
Problem Owners must fulfill their roles and responsibilities as defined in this Problem Management process. 

Rationale 

· Problem Owners are accountable to manage problem resolution for owned services 

· Problem Owners will typically be accountable for configuration items that are impacted by corrective actions 

· Problem Owners  may have to secure funding for resolution activities 

Implications
· Problem Owners may have to reprioritize existing workload to manage assigned problems within service objectives 

· Problem Owners must ensure that their vendor contracts contain explicit language that will require external service providers to support UIT’s Problem Management activities, including analysis and implementation of solutions to eliminate problems 

· Problem Owners may have to secure funding from UIT Management to enable problem resolution (e.g. additional hardware, new / upgraded software, new solution development) 

· Service Owners must be identified for all designated services 

PROCESS ROLES AND RESPONSIBILITES

Each process requires specific roles to undertake defined responsibilities for process design, development, execution and management.  More than one role may be assigned to an individual.  Additionally, the responsibilities of one role could be mapped to multiple individuals.  One role is accountable for each process activity.  With appropriate consideration of the required skills and managerial capability, this person may delegate certain responsibilities to other individuals.  However, it is ultimately the job of the person who is accountable to ensure that the job gets done.  Regardless of the mapping of responsibilities, specific roles are necessary for the proper operation & management of the Problem Management process. 
This section lists the mandatory roles and responsibilities that must be established to execute the Problem Management process:
Legend: Responsible, Accountable, Consult before, Informed

	Process activities 
	Problem Management Process Manager 
	Service Owner 

(Assoc. Director)
	Problem Owner 

(IT Manager)
	Problem Analyst 

(IT Team Member)
	Service Desk  

	1 - Detect problem 
	A
	I
	I
	R
	R

	2 – Log & classify problem 
	A
	R
	R
	
	

	3 – Assign Problem / Team 
	A
	I
	I(R)
	C
	

	4 – Investigate & Diagnose 
	A
	I
	R
	R
	A

	5 – Resolve problem 
	A
	C
	R
	R
	I

	6 - Close Problem 
	A
	C
	R
	R
	I

	7 – Review Major Problem 
	A
	C
	R
	R
	I

	8 - Monitor problems 
	A
	I
	I
	R
	R


Problem Management Process Owner, IT Service Management Process Support Manager
The Problem Management Process Owner owns the process and the supporting documentation for the process.  This includes accountability for setting policies and providing leadership and direction for the development, design and integration of the process as it applies to other applicable frameworks and related ITSM processes being used and / or adopted in the University Information Technology (UIT) Organization.  The Process Owner will be accountable for the overall health and success of the Problem Management Process. 

Responsibilities

· Ensures that the process is defined, documented, maintained and communicated at an Enterprise level  
· Undertakes periodic review of all ITSM processes from an enterprise perspective and ensures that a methodology is in place to address shortcomings and evolving requirements 
· Ensures that all ITSM processes are considered and managed in an integrated manner, taking into consideration UIT Policies and factoring in evolving trends in technology and practice 
Segregation of duties
The role of Problem Management Process Owner is separate and distinct from that of the Problem Manager and the roles shall be separately staffed.
Problem Management Process Manager, IT Service Management Process Support Team Member 
The Problem Manager manages execution of the Problem Management process and coordinates all activities required to respond to problems.  The Problem Manager has the ultimate accountability for resolution of problems and is the escalation point for problem management activities. 

Responsibilities 
· Develops and maintains operational policy and procedures to execute the Problem Management process 

· Ensures linkages between Problem, Incident & Change Management at the operational level 

· Monitors and reports on various attributes of the Problem Management process and identifies improvement opportunities to the Process Owner: 

· Process efficiency 

· Process / procedural adherence 

· Process effectiveness (i.e. reduction in number of incidents) 

· Service level performance of the Problem Management Process 

· Assess the effectiveness of Problem Management activities and identifies need for further training 

· Co-ordinates all activities necessary to detect problems by ensuring analysis of Incident Management data and other relevant sources of information 

· Creates the Problem records / tickets 
· Works with the Service Owner and/or the Problem Owner to prioritize problem activities 

· Works with the Problem Owner for analysis and resolution of assigned problems and facilitating discussions with appropriate resources
· Ensures creation of entries into the known error database (Uknow) 

· Monitors assigned problems and takes appropriate action if activities are not conducted
Service Owner, UIT Associate Director
To ensure that services are managed with a business focus, the definition of a single point of accountability is essential to provide the level of attention and focus required for its delivery.  The Service Owner is accountable for a specific service within an organization regardless of where the underpinning technology components, processes or professional capabilities reside. 

The Service Owner is accountable for: 

· Initiation, transition, and support of services
· Continual improvement and the management of change to the services 

Responsibilities 
· Provides input in service attributes such as performance, availability etc. 

· Represents the service across the organization 

· Understands the service and components
· Point of escalation and notification for major incidents 

· Represents the service in Change Advisory Board meetings 

· Assists the Problem Manager with identifying, prioritizing and resolving of problems 

Problem Owner, IT Manager 
The Problem Owner has ultimate responsibility for analysis and resolution of assigned problems.  A Service Owner may be assigned as the Problem Owner in many cases, but this is not mandatory.  The assigned Problem Owner must possess the appropriate management skills and authority to manage activities across organizational boundaries. 

Responsibilities 
· Ensures required stakeholders are involved in the problem management activities 

· Engages required support staff from other organizations, campus, vendors, etc. 
· Manages and co-ordinates activities necessary to identify root cause, develop workarounds, preventative actions and long term solutions for assigned problems 

· If elimination of the root cause requires modification of an item under change control, the Problem Owner ensures that an RFC with an assigned Change Owner is initiated to manage implementation of the permanent solution via Altiris, and informs the Problem Manager upon implementation of the solution 
· Ensures that support staff in their organization have adequate skill levels and training in ITIL and Problem Management techniques 

Problem Analyst, IT Team Member
The Problem Analysts provides skills and knowledge in a particular domain (technical, operational or application).  The Problem Analyst will use these expertise to facilitate root cause analysis of assigned problems, and the development of workarounds and / or permanent solutions with the assistance of appropriate SME’s. 

Responsibilities 
· Assists the Problem Manager in data analysis to identify suspected problems 
· Assists in identifying required participants (SME’s) from other groups to the Problem Owner and/or Problem Manager
· Under the direction of the Problem Owner, requests information from supporting SME’s and uses standard problem analysis techniques to facilitate identification and validation of the root cause 

· In collaboration with SME’s and Service Owners: 

· Facilitates development of workarounds and short term corrective actions for known errors 
· Facilitates development and testing of permanent solution 

· Records and updates problem and known error records with appropriate information 

· Assists the Problem Manager in validating that the root cause has been eliminated upon implementation of the recommended solution 
Service Desk

The Service Desk is a single point of contact for users when there is a service disruption, for service requests, or even for some categories of requests for change.  The Service Desk provides a point of communication to users and a point of coordination for several IT groups and processes.
Responsibilities
· Documenting all relevant incident/service request details, allocating categorization and prioritization codes
· Providing first line investigation and diagnosis
· Utilizes the known error database (Uknow) in diagnosis of incidents/service requests
· Resolving incidents/service requests when first contacted whenever possible
· Escalating incidents/service requests when they cannot resolve them within a reasonable amount of time
· Closing all resolved incidents, requests and other calls
· Update incident management records with accurate incident detail and history in a common repository that is linkable to Problem and Change Management (Altiris, Uknow) 
· Provide updates to the know error database (Uknow) as necessary 
· Communication with users, keeping them informed of incident progress
PROBLEM MANAGEMENT PROCESS OVERVIEW

Enterprise Problem Management Process 

The following table lists the steps to be performed during execution of the Problem Management process.
Roles Legend: Responsible, Accountable, Consult before, Informed
	No 
	Task 
	Roles 
	Input, Trigger 
	Description 
	Output, Completion Criteria 

	1.0 
	Detect Problem 
	Problem Analyst-R, 
Service Desk-R,
Problem Manager-A
	Input: Incident data base, incident trend reports, service metrics reports, event data, patterns 

Trigger: Release notification, multiple incidents, major/ severe incident 
	Identify possible problem areas by analyzing incident data, problem data, operational data, release notes, knowledge database and capacity or availability reports. 
	Problem Identified 

	2.0 
	Log & Classify Problem 
	Service Owner-R,
Problem Owner-R,
Problem Manager-A 
	Problem Identified 
	Log a problem record, including all relevant information and links to associated Incident and Change records, Configuration Items 

Classify the problem. Determine the impact and urgency to set the priority of resolution. 

If the Problem Analysts cannot support parallel investigation of multiple problems of the same priority, then the Service Owner or Problem Owner ranks the order in which problems will be addressed. Problem Manager may choose to consult with stakeholders in this activity 
	Logged, classified and prioritized problem record 

	3.0 
	Assign Problem / Resources 
	Problem Manager-A, 

Problem Owner-I/R 

Problem Analyst-I 


	Problem logged 
	Problem Owner assigns Problem Analyst to facilitate analysis of this problem. Problem Analyst identifies if support is required from other organizations: if so, the Problem Manager  obtains SME support, as required, within the organization 
	Problem team assembled 

	4.0 
	Investigation & Diagnosis 
	Problem Owner-R, 

Problem Analyst-R, 

Problem Manager-A 
	Problem Assigned 
	Problem Analyst uses standard problem analysis techniques to investigate, diagnose and validate root cause of the problem, 

Once root cause is found, the Problem Analyst submits a Known Error record (KE) to the Problem Manager for acceptance. Once a workaround is developed, the Problem Analyst updates KE so that Incident Management can utilize this information should the incident recur. 

Problem Analyst collaborates with SME’s and Service Owners to develop and test a permanent solution to eliminate the Known Error. 

If duration of problem investigation has reached a predetermined threshold, the Problem Manager consults the Problem Owner to decide if further investigation is warranted. If he decision is not to proceed, or if a permanent solution cannot be found, the problem is closed as unresolved. 
	Root cause & permanent solution identified 

Or … 

Investigation threshold exceeded 

	5.0 
	Resolve Problem 
	Problem Owner-R,
Problem Analyst-R,
Service Owner-C,
Problem Manager-A 
	Investigation completed 
	If permanent solution has been identified, Problem Owner/Service Owner will determine whether sufficient cost-justification exists to proceed with permanent solution. 

If so, Problem Owner secures assignment of person who will act as Change Owner, and permanent resolution activities are initiated via Change Management. 

If not, problem will be closed as Deferred. 


	Change Owner assigned and CM process invoked. 

OR 

No further action. 

	6.0 
	Close Problem 
	Problem Owner-R, 

Problem Analyst-R, 

Problem Manager-A
	Indication from CM that permanent solution has been implemented 

OR … 

Root cause not found 

OR … 

Permanent solution not cost justifiable 
	The Problem Record is updated to reflect all activities carried out during Problem investigation and resolution. 

The status of any related Known Error Record should be updated to shown that the resolution has been applied.
	 

	7.0
	Review Major Problem
	Problem Owner-R,
Problem Analyst-R,
Problem Manager-A
	
	The Problem Manager will review with the Problem Owner and Problem Analyst how the problem resolution is working and identify any lessons learned.
	

	8.0
	Monitor Problem
	Problem Analyst-R,
Service Desk-R,
Problem Manager-A
	
	This is an activity by the Problem Analyst and Service Desk to proactively monitor progress of problem resolution. Problem Manager decides if escalation is required and communicates status to stakeholders, as required.


	


VALUE TO THE UNIVERSITY
Problem Management works together with Incident Management, Change Management, Configuration Management to ensure that IT service availability and quality are increased.  When incidents are resolved, information about the resolution is recorded.  Over time, this information is used to reduce the resolution time and identify permanent solutions, reducing the number of recurring incidents. This results in less downtime and less disruption to the university’s critical systems. 
The following benefits are realized from adopting Problem Management: 

Risk Reduction 
· Problem Management reduces incidents leading to more reliable and higher quality IT services for users 

Cost Reduction 
· Reduction in the number of incidents leads to a more efficient use of staff time as well as decreased downtime experienced by end-users 

Service Quality Improvement 
· Problem Management helps the University Information Technology (UIT) organization to meet customer expectations for services and achieve client satisfaction 

· By understanding existing problems, known errors and corrective actions, the UIT Service Desk has an enhanced ability to address incidents at the first point of contact
· Problem Management helps generate a cycle of increasing IT service quality 

Improved Utilization of IT Staff 
· UIT Service Desk resources handle calls more efficiently because they have access to a knowledge database of known errors and corrective actions. 

· Consolidating problems, known errors and corrective action information facilitates organizational learning. 

The opportunity costs of NOT adopting a formal Problem Management process include the following: 

· Interruptions will result in unsatisfied clients and loss of confidence in the UIT organization 

· Inefficient use of support resources as senior resources spend their efforts on reacting to incidents rather than pro-actively managing the delivery and support of services 

· Reduced employee motivation as they repeatedly address incidents with similar characteristics and get the impression that UIT Senior Management are not interested in addressing root cause of service disruptions 

PROCEDURAL AUDIT 

Documentation and Operational Review must be conducted:

· Every year the Policy documents will be reviewed.
· Process Procedural Audits will inspect at least one problem management item annually to examine the effectiveness of current procedures and to develop recommendations for future growth.
· Any time there is a significant change in the tools used for Problem or Incident Management.
· In this case, the process being used for Incident Management and Problem Management should be scrutinized to review both that the current procedure still makes sense for the University to utilize, and to leverage new capabilities in the changing of the tool.
· Every fiscal year
APPENDIX
Links
Name:  Uknow 

Description:  known error database location
Link: http://uknow.utah.edu
Name: Problem Management SharePoint 

Description: policy, procedure and problem information site
Link:  https://sharepoint.it.utah.edu/servicemgt/smps/problem/SitePages/Home.aspx
Name:  Altiris

Description:  incident and problem ticket system

Link:  https://cmsaltams1/altiris/ns
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